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Threats to life, assets and businesses do not arise only from AK-47 wielding

terrorists in a networked world. Lapses in recognizing various sources of
threats could be costly, very costly. As part of its 125-year celebrations, the
Institute of Electrical and Electronic Engineers, Inc (IEEE), through its
Bombay Section, is pleased to present a one-day programme on various
aspects of this important subject. To paraphrase Karl von Clausewitz
security is too important a matter to be left to security specialists - a matter
of importance to everyone in the organization, because mistakes can be
costly.



The environment

A recent survey by CSI, USA found thaf
The most expensive computer security incid

= e : were those involving financial fraud, avere

The room annual loss $ 300,000 per respondent

Virus incidents occurred most frequently, 49%

Occurrence of insider abuse of networks was 44

, - Almost one in ten organizations had a don

name system incident

g G | - Twenty seven peent of respondents reported

least ondargeted attack

A vast majority of respondents had, or w

developing, an information security policy

The building

THe -.'.rnrkspace
' The t.:umputer _ i

Securlnq the operational envwonment
physical level security at networking level :
WAN, hybrid WAN
protected bands and unprotected bands
security VPNs
encryption methodologies : cost and monitoring
planning
cost analysis of security
confidential data
disaster recovery : Business Continuity Plannin
resource people

Computers and the Internet are all about infornmaticearch, store, exchange, netwoind
security of information is a major concern, to eesinformation is not stolen, damaged,
restricted. The security of infimation is compromised by computer viruses and ingcito
computer systems. Surveillance and monitoringstdskve been automated and buggin
telephone lines and opening of letters have loreniperseded by technology. Encrypt
built into the nternet protocol, enables privacy of messages amdrunications and is cruci
for secure financial transactiot




includesDr Sundeep Oberoj Global Head NTDG TCS Sanjay Pandeya former Dy
Commissioner of Police, qualified software engineeand leading computer security expert
with years of experience advising private and pubiganizations and national governments in
setting up secure IT infrastructur@ehram Sethna, Vice President, TCSvill share his
experiences of how companies derive business Yadoetheir security systems and by
integrating these into one centrally monitored,toalied and networked IT system that are not
only cost effective but are also proactive, flegibhd provide greater control. Other speakers,
subject to confirmation, will includerof Shiv Kumar, IIT, Mumbai, Mr Vinay Kargaonkar,
Additional Commissioner of Police Mumbai, and other practitioneiRrof Sudhir Ghorpade,
[IT Mumbai ,Dr. S. Burman, DRDO, Bangaloreand others.

Why you must attend this programme

Originally, a simple anti-virus programme coveredsinsecurity needs. Security needs
today go beyond the network to protecting all neked infrastructure. It takes co-operation at
every level to provide a secure environment. Adstrators need the tools and the resources to
bring expertise to bear on the problem. Securit/dtane a long way since the days of antivirus
programmes and data is the new gold coin of thepcben age. As Rory Conaway, cO of Triad
Wireless says, “Security can no longer be the mesipdity of one person but of the entire
organization. Management can no longer drop thergggroblem in the lap of the IT department
without deep involvement.”






