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What Is I1t?

-
fo-ren-sic
* Relating to the use of science or technology in the
Investigation and establishment of or

In a court of law: a forensic laboratory

Network forensic

« Capture network traffic and save It in a useful
format

* Analyze logs; identify patterns; establish
and produce
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Today’s talk will cover

1. Introduction to Network Forensics

2. Network Traffic 101

3. Capturing and analyzing Network Traffic
4. Trall Begins (Case Study)

5. The Challenges faced

6. Limitations and Applications
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How Is network traffic captured?
D
 Listen in promiscuous mode to all traffic

e Sniffers
— Snort, Ethereal

* Intrusion Detection Systems
— Snort and others

» Save the traffic to a file
— Popular format - tcpdump
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Snort Dump

Y E* f@@ b~ fEre! 1w NaO1EP }Ixi5
PDA< 6 6 PV@Y_P< E (Wt@w éqené!  fiva aO1EY%j OP C$3ee PDA< u o P<
PV@Y_ E | g@@ _U fE"&! (%Y%) ,0a01EP }x'; total 17
drwxr-x--- 2 root root 1024 Apr 24 05:01 .
drwxr-xr-x 16 root  root 1024 Apr 12 01:43 ..
-rw-r--r-- 1root root 1126 Aug 23 1995 .Xdefaults
-IW------- 1root root 2422 Apr 22 06:56 .bash_history
-rw-r--r-- 1root root 24 Jul 14 1994 .bash_logout
-rw-r--r-- 1root root 238 Aug 23 1995 .bash_profile
-rw-r--r-- 1root root 176 Aug 23 1995 .bashrc
-rw-r--r-- 1root root 182 Mar 22 1999 .cshrc
-rw-r--r-- 1root root 166 Mar 4 1996 .tcshrc
-fwW------- 1root root 4249 Apr 18 07:32 mbox

[root@Yamuna /root]# PDAE< + 6 6 PV@Y_P< E (Wu@w épEné! fiva aO1E%j»wP @€3e SDA<}Q 7 7
PV@Y_Pe¢  E)W@w énknél  fivs a01E%j»wP @€D’ cSDA<IQ < < P& PVQY_ E) h@@ b} fEnrel
Wailj»waOlFP }x“™ ¢ SDA< 6 6 PV@Y_P< E (Ww@w énEné!  fivu aO1F%j»xP @ 3> SD/E<IO
77 PV@Y_ P E)Wx@w élEre!  fiva aOlF%j»xP @ I1° dSDE<yl < < P& PV@Y_ E) i@
@ b| fEre! Wah»xaOlGP IX— d  SDAE<ID 6 6 PV@Y_P&  E (Wy@w GIEMe!  five a01GY%j»yP @~38
SDE<-4 7 7 PV@Y_P¢  E )Wz@w &EM8!  fiva aO1GWjpyP @~ * SDAE<4 < < P¢ PV@Y_
E) j@@ b{ fEM! WhpyaOIHP }xO-  SDA<R 6 6 PV@QY_Pé  E W{@w &Enel fiv,
A01HYj»zP @}3™ SDE<M 7 7 PV@Y_Pe E)W@w éhErs! fia aOlH%j»zP @}  /SDAE<I8 < <
P& PV@Y_ E) k@@ bz fEMS! Wihj»zaOlIP IXC“ | TDAE<%i 6 6 PV@Y P& = E (W}@
w BhE&!l  fiva AOLI%j»{P @[3° TDAE<Y; 8 8 PV@Y_ P&  E *W~@w geEré!l  fiva a0LI%p»{P @&,
TDAE<Y; < < P& PV@Y_ E* 1@@ bx fEMe!l Wasj»{aO1KP Ixé...
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Here’s how the traffic

{@ <capturez - Ethereal

File Edit Capture Display Tools

looks In
ereal

Ma. . |Time Source

Destination

|F'r0tocol |Inf0

0.000000 216.115.25.33
007660 192.168.0.245

ol g

1

594045 202,140,208, 92
0043235 192.168.0.209

L IJ88LT0 192.168.0.29
L591015 192.168.0.29

Wom -
fa e = S )

4]
2.573379 00:50:ba:a9:0f:8e
2.573661 00:01:02:94:Ff:45

1592.168.0. 245
216.115.25.33
ffff:Ffff:ff:Fff

192.168.0.29
202.144.115.4
202.54.1.18
202,144,115.4

uop Source port: 5061 Destination port: 5061
uop Source port: 5061 Destination port: 5061
ARP who has 192.168.0.2507 Tell 192.168.0.29
ARF 192.168.0.250 s at 00:01:02:94:Ff:45

) Standara gu A

DMNS standard guery response, server failure
DMNS standard guery A www.google. com

DMS standard guery A www.google. com

DME standard guery A weww. gqoogle. com

EHInternet Protocol, Src Addr:
version: 4
Header Tength: 20 bytes

Total Length: &0

Identification: 0x268c
B Flags: 0x00

Fragment offset: 0

Time to Tive: 128

Protocol: UDP (0x11)

Source port: 3803 (3803)

pestination port: 53 (53)

Length: 40

Checksum: Oxed494 (correct)
B Domain Mame SysTem (query’

Transaction ID: Ox21%9a

guestions: 1
Answer RRs: O
Authority RRs: O
additional RRs: O

152165, 0.

B oifferentiated services Field: 0x00 (DSCP 0x00:

B Flags: 0x0100 (standard guery)

Header checksum: 0xb86d (correct)

source: 192.168.0.29 (192.168.0.29)

pestination: 202.149.208.92 (202.149.208.92)
B user Datagram Protocol, Src Port: 3803 (3803), Dst Port: 53 (53)

Cefault; ECM:

0x00)

20 (192 165, 0.259), Dst addr: 202,140, 208,07 (202, 1459 205, 82)

00 01 02 94 FF 45 00 50
00 3c 26 8c 00 00 B8O 11
do 5¢ 0e db 00 35 00 28
00 00 00 00 00 00 03 77
65 03 63 of 6d 00 00 01

ba
a3
a4

00

as
&5
=]
7T
ol

of 82 08 00 45 00
c0 aB 00 1d ca 95
21 93 01 00 00 01
06 67 af af &7 6¢
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Traffic I1s encapsulated in headers at
each layer

A
4-=-=--
4=-=-=-=-
_-_ - 4-=-=-- 4---

TCP SEGMENT

IP DATAGRAM

14 20 20 4

ETHERNET FRAME
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The IP Header

Version Heade Type of Service Total Length
r
Length

Identification Fragment Offset

Time to Live Protocol Header Checksum
(TTL)

Source IP Address

Destination IP Address

Options (if any)

Data
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The TCP Header

Source Port Number Destination Port Number

Sequence Number

Acknowledgement Number

Reserv U A P R S F Window Size
ed

Lengt

TCP Checksum Urgent Pointer
Options (if any)
Data (if any)
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3 Common Traffic Patterns

e Port scan
e Proxy scanning
e Traceroute / Firewalk
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Port Scans: Identifying open
ports

Source Port Number Destination Port Number I
~—
Sequence Number
Acknowledgement Number
7\

Head Reserv U A P R Window Size
er ed
Lengt { py
TCP Checksum Urgent Pointer
Options (if any)
Data (if any)
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The Port Scan Pattern

« Large number of SYN packets to different
ports on a host (half open)
* The attacker could hide himself in a decoy

SCan

— The port scans appear to come from multiple
IPs
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The Proxy Scanning Pattern

- D
e Normal HTTP Requests:
10:01:04 192.168.0.1 — 200
Mozilla/4.0 - -
e Proxy scanning Requests:
10:01:04 192.168.0.1 m/ -
200 - - -

« The attacker is checking if the server can be used
as a proxy to hide behind
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Traceroute: Playing with TTL In IP
Header

Version Heade Type of Service Total Length
r
Length

Identification Flags Fragment Offset

ime to Live Protocol Header Checksum
(TTL)

~——
Source IP Address

Destination IP Address
Options (if any)

Data
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Traceroute/Firewalk Pattern

e Use TTL In IP datagram and ICMP to map
routers in the path

— Unix — traceroute ;: Windows - tracert

e TCP packets with low value TTLs to open
ports: Firewalk

— The bad guy Is trying to map the network
through the firewall

— Suggests a moderately skilled attacker
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Tunneling over Non-standard
protocols

e |Pv6 tunneled over IPv4: Protocol 41

Version Heade Type of Service Total Length
r
Length

Identification Flags Fragment Offset
- -

Time to Live Protocol Header Checksum
(TTL)

————

Source IP Address
Destination IP Address

Options (if any)

Data
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ook for traffic other than UDP/ICP

@ day3.log - Ethereal

ime to 11
| Protocol: IPve (Ox200 |

He : ( uld be
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Honeynets: A great place to see
attacks

* A honeynet is a set of machines sacrificed
to study attacks

— Vulnerable machines put on the Internet

o All activities of attackers are monitored,
unknown to them

* The Honeynet Research Alliance

A Case study from our Honeynet
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http://www.honeynet.org/

Alerts, One April Morning...

o April 25, 2002

e Three fresh Linux 6.2 honeypots In a corner
of the world

e Linux 6.2 has vulnerable versions of ftp and
ssh
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Snort started producing alerts...

[Classification: Attempted Administrator Privilege Gain] [Priority: 1]
04/25-03:12:23.190861 210.241.60.68:45655 -> 10.4.1.103:21
**FAP** Seq. OXE622429E Ack: 0x1073F963 Win: 0x16D0 TcplLen: 32

[Classification: Executable code was detected] [Priority: 1]
04/25-03:12:23.200861 10.4.1.103:21 -> 210.241.60.68:45655
**AP** Seq: 0x1073F963 Ack: OXE622449A Win: 0x1920 TcplLen: 32

[Classification: Potentially Bad Traffic] [Priority: 2]
04/25-03:12:28.230861 10.4.1.103:21 -> 210.241.60.68:45655
**AP*** Seq: 0x1073FCA7 Ack: OxE622456D Win: Ox14 ,.-? PALADION
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To get an overall feel...

04/25-03:11:39.860861 210.241.60.68:45352 -> 10.4.1.103:22
04/25-03:11:39.860861 10.4.1.103:22 -> 210.241.60.68:45352
04/25-03:11:40.310861 210.241.60.68:45654 -> 10.4.1.103:21
04/25-03:11:40.310861 10.4.1.103:21 -> 210.241.60.68:45654
04/25-03:11:40.760861 210.241.60.68:45352 -> 10.4.1.103:22

04/25-03:18:55.970861 210.241.60.68:45352 -> 10.4.1.103:22
04/25-03:18:56.020861 10.4.1.103:21 -> 210.241.60.68:45655
04/25-03:20:43.570861 10.4.1.103:21 -> 210.241.60.68:45655
04/25-03:20:44.010861 210.241.60.68:45655 -> 10.4.1.103:21
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The Honeyvpots

210241 50.565
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Which sessions do we look at closer?

« Multiple connections to the honeypot on
port 21

* Only one connection to port 21 had more
than two or three packets

— The connection from port 45655 to port 21
04/25-03:20:44.010861 210.241.60.68:45655 ->
10.4.1.103:21
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TCP Stream Reassembly with Snort
D
Reconstruct TCP sessions with Snort

e Combine all packets from a session Into a
single stream

 \We have a session file close to 9 KB for this
connection
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The first few packets...

---a long exploit string---

uid=0(root) gid=0(root) groups=50(ftp)
Linux MAIL 2.4.7-10 #1 Thu Sep 6 17:27:27 EDT 2001
1686 unknown
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Checking directory and deleting
history...

bin
etc
lib
pub
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Downloading a compressed file...

Name (boxy.netfirms.com:root): Hash mark printing on (1024

bytes/hash mark).
B R R R R R T

AR R
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The Honeyvpots

= F

10.4 A1 01 1041|102 A A0S

Imt=rniet

\I\FZ

210241 50.55

209171 . 4= 26
oy et Tirmes . ocom
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Installing the rootkit...

overkill Red Hat 6.*rk
Installing trojaned programs...
chsh

pS

top

pstree *** failed ***

killall

Is
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Installing Sniffers and backdoors

vadim
Imp
slice
sl2

Setting up crontab entries...
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tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp

tcp

checking for other rootkits:

(@] OO OCOOOOOOO0O

And the open ports on the

0 *:https *x
0 MAIL:rndc

0 MAIL:smtp

0 *:telnet *x
0 *:ssh **
0 MAIL:domain
010.4.1.103:53
0 *:ftp **
0 *:smtps xox
0 *:http *x
0 *:sunrpc  *:*
0 *:1024 **

/dev filez:

Configuring ROOTKit. Wait!

Done.

|= Rootkit installed. Enjoy! :)

2/23/2004

LISTEN
*-%
*E*

LISTEN

LISTEN
*k
*E*

LISTEN

LISTEN

LISTEN
LISTEN

LISTEN

LISTEN
LISTEN

LISTEN
LISTEN

confidential

system...
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The Follow-Through of the Attack

 Next, we received a connection from
another IP on to our port 1258
e Reconstruct that new session

 The traffic contains the following words:
— SSH-1.5-1.2.27
— SSH-1.5-PuTTY

* Network forensics cannot analyze encrypted
traffic
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The Honeyvpots

= F

10.4 A1 01 1041|102 A A0S

194 102.174.155

210241 50.55

o 209171 45265
= boxy netfirm=s .com
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Still more traffic to
boxy.netfirms.com

* Two new downloads: e.tgz, and myKit.tgz
e e.tgz - an IRC server from Energy Mech
e mykit.tgz - a collection of several rootkits
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Within 30 minutes, IRC chat...

:boxy!boxy@boxy.hackslinux.com PRIVMSG #cnb :
:boxy!boxy@boxy.hackslinux.com PRIVMSG #cnb :

PRIVMSG #cnb :

:pornoSTAR!~porn@80.82.166.93 PRIVMSG #cnb :
:StarChasr!Delray@62.231.91.28 PRIVMSG #cnb :
:StarChasr!Delray@62.231.91.28 PRIVMSG #cnb :
.saffah!~sasel@cj3007027-a.kkyshl.ky.home.ne.jp JOIN :#cnb
.saffah!~sasel@cj3007027-a.kkyshl.ky.home.ne.jp JOIN :#linuxbabes
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Trace back the IP address of
attacker

e Query IP Address Registries
— ARIN (North America)
— RIPE (US)
— APNIC (Asia Pacific)

 Locate the ISP or the company the IP
address Is assigned to

 Get contact names of the ISP or company
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RIPE shows attacker i1s from
Romania

-—E Duery the RIPFE Whois Database — Microsoft Internet E:-q-

hormepage | wihat's nmew | whois db | search | site map | Ffoa.g.

2 Internet
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Summarizing the attack...

 Attacker gained entry through an ftp exploit
e Deleted history

* Downloaded rootkit from Net

o |Installed trojan backdoors

e Came back via SSH

 Installed IRC Chat server

« Setup an IRC channel for the underground
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The challenges we face

e Huge volumes of traffic
— S0 need to recognize patterns

 Attack could be tunneled through non-standard
protocols
— IPv6 tunneled over IPv4

» Tracing back the attacker could be difficult

— The attacker could be using intermediary hops to
launch the attack

— The attacker might try evasive tactics like decoy scans
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Limitations of Network Forensics

* Encrypted traffic cannot be analyzed
— VPN traffic
— SSH traffic for administration

* Coverage might not include all traffic to a system
— Depends on our vantage point
— Dial-in traffic might not be covered

* When volume of traffic is huge, full packet
logging might not be enabled

— Analysis of headers might not always be enough
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Applications of Network
Forensics

 |nvestigate in the aftermath of an attack

— ldentify the attacker, the technique used and the
damage

* Analyze Worms
— Recover the binary payload
— Study attack patterns

» Research new techniques used by Blackhats
— Honeynets
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Paladion Networks

Services span complete IT security lifecycle: s

PRSI > D
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Resources for Network Forensics

* \Whitepapers at Project Honeynet

o Sample logs to practice forensics skills

e Sniffers
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http://project.honeynet.org/papers/index.html
http://project.honeynet.org/misc/chall.html
http://www.ethereal.com/
http://www.tcpdump.org/
http://www.snort.org/
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Contact Us In the USA

Head Quarter:
12801 Worldgate Drive #500
Herndon, VA 20170
Email

Roshen.chandran@paladion.net
Sales@paladion.net
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