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CS-115

¢ Purpose of Test: Simulate fast rise and fall time
transients induced on cables from electromagnetic
fields generated by power switching apparatus as
well as from EMP and lightning

e History: Replaces “chattering relay” of RS-06 in
Mil Std 461C

CS-115

* Type of Test:
- Square pulse with fast rise and fall time
inductively coupled onto cabling
- Tested with EUT power on
- Detection of functional upset and damage
¢« What is Tested:
- All aircraft, space, and ground system interconnecting

cables including power (may be applied to surface ship
and submarine subsystems)

- Each cable bundle interfacing with each EUT electrical
connector
-Testing of complete power cable bundle including
power returns and grounds
- Testing of power cable bundle without returns
and grounds

CS-115 Waveform

CS-115 Calibration Setup




CS-115 Calibration Data

Set Pulse Generator drive level to achieve 5 amps
flowing in 100 ohm calibration loop
-“Loop” is formed by two 50 ohm loads in series, cal
fixture, and ground return
- Implies 500 volts induced across 100 ohm load
- Will measure 500 volts/2 across one of the 50 ohm
loads
Verify rise time and fall times (10% to 90%) are
<=2ns, pulse width (at 90% points) is >= 30 ns
- Waveshape of inductively coupled current will be
different from spec due to coupler characteristics (not
spec’d)
- Pulse generator would give spec waveshape as direct
drive of 50 ohm load

Record the pulse generator drive level setting

CS-115 Calibration Data (cont)
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FIGURE A-13. Typical C5115 calibestion fctsre waveform.

CS-115 Test Setup

CS-115 Test Conduct/Data

Test Conduct (for each cable bundle)

- Set pulse generator to level determined during
calibration

- Install inductive coupler on cable bundle

- Turn on pulse generator and run for 1 minute at 30
pps

- Monitor EUT for degradation of performance

- Note peak current induced and record waveform

If EUT degradation of performance is noted for any
cable bundle, pulse generator drive level is to be
lowered to determine degradation threshold

CS-115 Considerations/Limitations

* Need to define performance degradation (upset) prior to testing

« Simulated loads attached to EUT are also being “tested” - if
performance degradation (upset) is noted, determining if was the EUT
or was the simulated load that upset can be problematic - may need
to consider/define upset for simulated loads, diagnostic equipment,
etc connected to bundle under test

« If performance degradation (upset) is noted, determining which wire
upset can be problematic — may require additional inductive or direct
pin injection on individual wires to isolate

« No voltage monitoring on cabling or wires

« Candrive >> 5 amps into <<100 ohm loads

« Can drive >500 volts into >>100 ohm loops

« Shielded cable may protect cable
- Pigtailed ground could compromise shielding — circumferential shield
termination better
- Filtering a possible mitigation approach

CS-116 and RS-105: Some Background

Both have origins in EMP

OLD APPROACH: Pin and cable bundle specs derived from
coupling of EMP free field threat to specific system
configuration including coupling and shielding characteristics
of system. Qual testing to pin/bundle/free field for specific
system/subsystem/LRU. Originally not in Mil Std 461/462.
Many pin/bundle specs in existence beyond 461

NEW APPROACH: Standardized pin and bundle spec in Mil Std
461/462 (pin spec dropped after 461C), as well as standardized
free field test. NOT system dependent —“qualifies” EUT
independent of system it is used on.

Ramifications discussed later




CS-116

¢ Purpose of Test: Simulate damped sinusoid
transients induced on cables from electromagnetic
fields from EMP, lightning, and electrical switching.
Damped sinusoids are typical waveshapes resulting
from natural resonance phenomena.

e History: Roots in EMP

CS-116

* Type of Test:
- Damped sinusoid inductively coupled onto cabling
- Multiple damped sine frequencies to cover possible
ranges and conditions of EUT installations
- Tested with EUT power on
- Detection of functional upset and damage
¢ What is Tested:
- All interconnecting cables including power interfacing
with each EUT electrical connector
- Testing of individual high side of power cables (returns,
neutrals “not required to be tested”)

CS-116 Waveform

CS-116 Test Frequencies/Levels

CS-116 Calibration Setup
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CS-116 Calibration Data

« Set pulse generator drive to get spec current (for damped sine
frequency of test) level into 100 ohm calibration loop
- “Loop” is formed by two 50 ohm loads in series, cal
fixture, and ground return
- Implies Ispec x 100 ohm volts induced across 100 ohm load
- \{Villdmeasure (Ispec x 100 ohms)/2 across one of the 50 ohm
oaas
* Record pulse generators settings
« Verify waveform (frequency, Q, amplitude)
« Six mandatory frequencies plus any known frequencies critical
to equipment installation
« NOTE: Itis possible for procuring activity to set current levels
higher or lower, and to change frequency break points




CS-116 Test Setup

CS-116 Test Procedure/Data

« Start with pulse generator set to low output

« Increase drive level until spec current level (for
damped sine frequency of test) is measured on
bundle under test or the pulse generator setting
determined during calibration is reached (whichever
occurs first)

* Pulse for 5 minutes (one pulse every 1 to 2 sec)

* Monitor EUT for upset or damage

« Note test frequencies and current amplitudes
reached including recording of waveform

« If upset or functional degradation noted at lower
level, so document

CS-116 Considerations/Limitations

Need to define performance degradation (upset) prior to testing

Simulated loads attached to EUT are also being “tested” - if
performance degradation (upset) is noted, determining if was the EUT
or was the simulated load that upset can be problematic — may need
to consider/define upset for simulated loads, diagnostic equipment,
etc attached to cable under test

If performance degradation (upset) is noted, determining which wire
upset can be problematic — may require additional inductive or direct
pin injection on individual wires to isolate

No voltage monitoring on cabling or wires

Can drive >> Ispec into <<100 ohm loads
Can drive >(Ispec x 100 ohm) volts into >>100 ohm loops

CS-116 Considerations/Limitations
(continued)

» Levels cover expected upper bound from real
tests. HOWEVER:

» There is nothing in the Mil Std that specifies
shielding external to the EUT that will assure
external EMP impinging on system will be
reduced to CS-116 levels

» CS-116 states that “equipment should not be
expected to provide the total protection” and
“ platform designer should be required to
share in the burden of the hardening
process...”

CS-116 Design Considerations

Shielded cable may protect cable

- Pigtailed ground could compromise shielding —
circumferential shield termination better

Filtering a possible mitigation approach

Spec says 5 amp level should be low enough to
avoid use of Transient Protection Devices (TPDs),
but....... TPDs are a possible mitigation approach

RS-105

e Purpose of Test: Subject EUT to an
electromagnetic plane wave field
approximating a High Altitude EMP to verify
that the EUT does not sustain functional
upset or damage

» History:
- Roots in EMP
- Waveform modified as theoretical
weapon yields updated
- Waveform used to be much slower
(risetime and width)




RS-105

Type of Test:

- Electromagnetic plane wave field illumination

- Simultaneous exposure to both Electric (E) and Magnetic
(H) fields

- Double exponential waveform having very fast
risetime (1.8-2.8ns), fast decay time (23+/-5 ns), and high
amplitude (50 kV/m and 133 A/m)

- Detection of functional upset and damage

- Tested with EUT power on

What is Tested:

- EUTs exposed directly to EMP or located in poorly shielded
area

- Intended primarily to be test of EUT, versus system/subsystem
test

- Cables connected to EUT not (deliberately) intended to be
tested

RS-105 Waveform
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RS-105 Calibration Setup

e

RS-105 Calibration Data

« Probes
- Spec cites using E or H field derivative probes

- Derivative probes need to be integrated real time using an
integrator — integrator bandwidth can be problematic (too
narrow to completely integrate derivative waveform)

- Self integrating broadband H sensors available
- Spec cites using High Voltage probe to look at drive to simulator
- For 1 meter simulator, would need probe to handle 50 kV
- Special, expensive probe, difficult to do — not recommended
« Field map at 5 points where EUT front face will be
- All 5 points must be >= spec, <= 2x spec
* Record the field waveform at all 5 points

RS-105 Test Setup

RS-105 Test Procedure/Data

« Start at 10% of spec level
* Increasein 2-3x steps

« Check waveform (Note: scattering from EUT may result in field
waveform distortion)

« At spec level, pulse EUT 5 times
* Rotate EUT 90 degrees, and pulse 5 more times
* Rotate another 90 degrees and pulse 5 times

« Monitor for upset/damage throughout pulsing — stop testing if
upset noticed and document test level

« Photos of test setup
« Written documentation of test setup
* Record waveforms of all pulses




RS-105 Considerations/Limitations

Spec says to ground EUT as done in installation
- If simulated loads on other end of cable connected to EUT
are grounded, this allows simulator return current to flow
down cable — may introduce measurement errors

- Ferrite chokes on this cable may mitigate
Spec says to orient cable to minimize electromagnetic field
interaction

- Difficult to completely eliminate this interaction — opens
possibility of field interaction with cable of inducing
upset on simulated loads, diagnostic equipment, etc

This is a “bounded wave” simulator
- Hard to find
- Horizontally polarized EMP simulators are not equivalents

RS-105 Design Considerations

« Apertures (seams, deliberate holes, etc) on EUT
need to be considered
- Electromagnetic field coupling analysis and internal
buried circuit analysis may be needed to identify
vulnerability during design phase
- May need to consider conductive film windows, wire
mesh over air ducts, etc to seal apertures to fields
¢ Conundrum:
- Spec address testing of EUT exposed to EMP, but
deliberately excludes cabling
- But cabling will likely also “see” EMP

- What assures that EMP induced transient on cabling will
be below CS-116 levels?
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