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IntelliGrid: R&D to Develop the Foundation of 
Smart Grid 

ÅSmart Grid Requirements gathering 
methodology 

ÅStandards assessment and 
contribution 

ÅInformation model to facilitate systems 
integration 

ÅCommunication technology 
assessment 

ÅSecurity Policy for smart grid 
applications 
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Intelligrid Structure 

PS 161A ï Tech transfer, Technology Watch, Industry Coordination 

PS 161C ï Infrastructure for Smart Distribution Systems 

PS 161B ï Infrastructure for Smart Transmission Systems 

PS 161D ï Infrastructure for Smart Customer Interface 

PS 161E ï Infrastructure Security 
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EPRIôs IntelliGrid R&D Program 
Largest Funded Collaborative R&D Program in Smart Grid  

U.S. Utilities 

Å2011 membership includes 
IOUs, municipals, and 
cooperative utilities 

 

International Utilities 

ÅElectricite de France  

ÅGas Natural Fenosa (Spain) 

ÅTai Power (Taiwan) 

ÅIberdrola (Spain) 

 

Manufacturers 

ÅABB 

ÅSiemens 

ÅCisco Systems 

 

Public Agencies 

ÅAssociation of State Energy  
Research and Technology 
Transfer Institutions  

ÅInternational Brotherhood of 
Electrical Workers  

ÅNational Association of  
Regulatory Utility Commissioners  

ÅNational Association of State 
Energy Officials 

ÅNational Conference of  
State Legislatures 

ÅNational Governors  
Association 

ÅState Energy Offices and  
Research Programs 

 

Electricity  

Industry 

Technology 

Providers 

Public Sector/ 

Consumers 
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Smart Grid 
Sensorsé.Two Way Communicationsé.Intelligence 

Acting on this Information Will:   

Enable active participation by consumers 

Anticipate & respond to system disturbances (self-heal) Accommodate all generation and storage options 

Operate resiliently against attack and natural disaster Enable new products, services and markets 

Optimize asset utilization and operate efficiently Provide power quality for the digital economy 

  

Acting on this Information Will:   
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Condition 
Monitoring 

Distribution 
Automation 

ñPrices to Devicesò 
(Demand Response) 

Phasor 
Measurement 

Smart Grid ï Exchanging Information 
Seamlessly Across the Enterprise 

Communication Enabled Power Infrastructure 

Distribution Consumer Transmission Substation 
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Architecture Identifies Information Exchange 
Requirements 

Intra-Domain 

In
te

r-
D

o
m

a
in
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General HAN Communication Network 
Architecture 

Courtesy CEC/PIER April 2007 
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Current HAN Automation and Control Protocol 
Landscape for Energy Management 

Å Air Conditioner Å Pool Pump Å Water Heater 

ÅInsteon 

ÅHomePlug 

ÅZ-Wave 

ÅZigBee 

ÅWi-Fi  
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Alternative Home DR Program Through 
Internet Gateway 

Smart Energy Application Profile 2.0 

Air Conditioner Pool Pump Water Heater Refrigerator 

Computer/Laptop  Flat Screen TV Washer/Dryer  

Plug-in Hybrid Electric Vehicle Wind Turbine Solar Panels  

Zigbee 

HomePlug 

Wi Fi 
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Future HAN Automation & Control Protocol 
Landscape for Utility Applications 

Air Conditioner Pool Pump Water Heater Refrigerator 

Computer/Laptop  Flat Screen TV Washer/Dryer  

Plug-in Hybrid Electric Vehicle Wind Turbine Solar Panels  

ZigBee 

HomePlug 

Wi-Fi 

G.hn 

Smart Energy Application Profile 2.0 
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 P161D ï Place in the Overall Portfolio 

ÅApplication requirements are identified in a range of 
programs, but P161D is the designated place for 
AMR/AMI communication system research and 
evaluation.   
 

ÅP161D is the designated place for all research and 

evaluation in-premise communication systems. 
 

P18 EV 

Requirements 

P170 DR 

Requirements 

P124 

Distribution 

Requirements 

P174 

Renewables 

Requirements 

P161D 

 AMI & HAN Communication Systems Research 
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 P161D ï Place in the Overall Portfolio 

ÅScope includes communication architectures, 
technologies, and protocols 

ÅCovers in-premise residential and commercial networks, 
AMI networks, and headend software integration   

ÅOngoing focus areas: 

Architectures 

Life Cycle 

Management 

Technologies 
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P 161d Projects in 2011 

161.006 Communications Infrastructure 

 

ï161.006 ï 1: Menofis Platform (EdF) 

 

ï161.006 ï 2: Architecture Issues for DER (HyperTek) 

 

ï161.006 ï 3: Multi-protocol HAN EMS Development (Ur 

Electronics)  
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The R&D MENOFIS Platform  
 

A unique 

platform for 3 

different 

needs: 

ÅMetering, 

ÅNetwork 

operations 

ÅOn the field 

operations 
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Value 
P161.006 - 2 Architecture Issues for DER  

ÅWhat are we doing in 2011? 

ïIdentifying requirements and standards for integrating 

Distributed Energy Resources at the Customer Premises 
(e.g. PV, PHEV, Storage, etc.) 

ÅWhy is it valuable? 

ïEnables participants to validate that DER communication 
technologies and data models meet requirements 
derived from relevant set of use cases 

ïIdentifies gaps and overlaps in standards applicable in 
this space for SDOs to consider to achieve complete 
interoperability for DER at all layers 
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Architecture Issues for DER (Status Update)   
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Architecture Issues for DER (Status Update) 
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Value 
P161.006 - 3 Multi-protocol HAN EMS Development  

ÅWhat are we doing in 2011? 

ïDriving standards and platforms for monitoring HAN performance, 

reliability  

ÅIncluding IEEE 802.15.4 (Zigbee), IEEE 802.11 (WiFi), HP-
AV/GP (IEEE P1901 ï PLC based standard) 

ÅDemonstration of SEP 1.x with Demand Response 

ÅInvolves close collaboration with SDOs, technology alliances, and 
HAN silicon and appliance vendors  

 

ÅWhy is it valuable? 

ïEnables participants to validate HAN communications reliability in 
support of Retail Energy Services: PH/EV Charging, Demand 
Response 

ïProvides critical infrastructure for utility in-home trials under P161D 
HAN Supplemental  



20 © 2011 Electric Power Research Institute, Inc. All rights reserved. 

Multi-protocol HAN EMS Development 



3-D Isometric View of RSSI Plot of Single Family Home using  

IEEE 802.15.4 Radio at the Electric Meter (db) 



22 © 2011 Electric Power Research Institute, Inc. All rights reserved. 

2-D Plan View of RSSI Plot of Single Family Home using  

IEEE 802.15.4 Radio at the Electric Meter (db) 
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Security Context 

Security for the electric sector crosses multiple 

domains, presenting many new challengesé 
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Smart Grid Example Architecture 



25 © 2011 Electric Power Research Institute, Inc. All rights reserved. 

P161.011 ï 1: Industry Coordination & 
Collaboration 

Status: 

 

ÅFirst & Second Quarter Newsletters published (5/30/2011 & 
9/30/2011) 

 

ÅThird Quarter Newsletter being drafted this month with 
publication in November 

ïAdditional material on the status of CIP 09-11 Version 5 
will be included 

 

ÅFourth Quarter Newsletter will be drafted in January and 
published in February 2012 

 



26 © 2011 Electric Power Research Institute, Inc. All rights reserved. 

P161.011 ï 2: Lemnos Security Interoperability 
Testing 

ÅCollaboration between DoE, EPRI, EnerNex, Sandia, TVA and 6 
product vendors (Garrettcom, Ruggedcom, Encore Networks, Cisco 
Systems, N-Dimension, and SEL) 

 

ÅDevelop & test Interoperability Configuration Profiles (ICP) for security 
protocols to ensure interoperability of security functions in the 
communication between a Control Center and a sub-station 

 

ÅTesting conformance to the ICP of the following 4 security protocols in 
the EPRI Smart Grid Sub-station Lab in Knoxville TN: 

ïIPSec 

ïSSH 

ïLDAP 

ïSyslog 
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P161.011 ï 2: Lemnos Security Interoperability 
Testing 
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P161.011 ï 2: Lemnos Security Interoperability 
Testing 

Status: 

 

ÅIndustry demonstration held at EPRI Smart Grid Substation Lab in 
Knoxville, TN on 8/11/2011 

ïReference implementation Sandia National Labs 

ïCommercial products from SEL, Cisco, Encore Networks, 
RuggedCom, GarrettCom, N-dimension, and Alien Vault 

 

ÅUtility stakeholders have validated the need to continue the Lemnos 
effort after DOE funding ends in 2011. Potential areas include: 

ïAdditional Interoperable Configuration Profiles 

ïRefinement of existing Interoperable Configuration Profiles 

ïTesting Conformance 

ïEnd device implementation 

 



29 © 2011 Electric Power Research Institute, Inc. All rights reserved. 

P161.012: DNP Security Interoperability Testing 
- Scope 

Å The project team will promote the interoperability of the DNP3 Secure 
Authentication specification using two approaches in parallel: 

 

Å Facilitating conformance and interoperability testing between DNP3 
suppliers who implement the specification 

 

Å Updating the appropriate DNP3, IEC and IEEE standards so they address 
current concerns with the technology and all implement the same 
mechanism. 

 

1. Resolve Outstanding Issues with DNP3 Specification  

2. Develop Test Procedures  

3. Facilitate Interoperability Testing  

4. Revise the IEC 62351-5 Specification  

5. Update the IEEE 1815 Standard  

6. Develop the IEC 60870-5-7 Standard  
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P161.012: DNP Security Interoperability Testing 
ï Industry Coordination 

Edition 2 CDV Approved by Working Group

IEC 62351-5

IEC 60870-5-7 DNP3 Secure 

Authentication

Draft CDV 

Submitted to 

Working Group

Version 4 Released

DNP3 Secure Authentication 

Test Procedures

Test Approach 

and Outline 

completed and 

under review

Remote Update Key Change 

and Cryptographic Review

Previous development

Current development
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P161.012: DNP Security Interoperability Testing 

Status: 

 

ÅDNP3 Secure Authentication version 5 completed last month (Sept 
28) 

ïsubmitted to DNP Tech Committee for final approval at Oct 11-14 
face-to-face meeting 

ïsubmitted to IEEE for inclusion in IEEE Std. 1815-2012 balloting 
process 

ïIncludes all changes necessary to address vulnerabilities 
discovered in March 

 

ÅIEC 62351-5 corresponding to SAv5 submitted to IEC Working Group 
15 for final approval at Oct 6-7 face-to-face meeting 

ÅTest procedures about 30% complete, IEC 60870-5-7 about 70% 
complete 
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NESCO Background 

DOE issued a Funding Opportunity Notice (FOA DE 0000245) in 
April 2010 to establish the National Electric Sector Cyber Security 
Organization (NESCO) as a public private partnership to: 

ïEvaluate cyber security posture for legacy systems 

ïEvaluate deployability of emerging cyber security technologies 

ïCollaborate and coordinate to identify cyber security requirements 

ïPerform use case analysis for risk identification, assessment, and 
development of risk mitigation strategies 

ïDevelop cyber security best practices and metrics 

ïEstablish and operate a Cyber Incident Data Center (CIDC) 

ÅAn EPRI Led Team with Support from PDU Executive Committee 

Members Responded to DOE FOA for NESCO 
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National Electric Sector Cyber Security 
Organization (NESCO) Vision 

ÅStrategic focus: 

ïProvide a focal point for bringing together utilities, federal 
agencies, regulators, and researchers to address the electric 
sector security threats 

 

ÅProgram objectives: 

ïDevelop risk mitigation strategies, best practices and metrics 

ïTest security technologies in labs and pilot projects 

ïHarmonize security requirements across bodies of work from 
DHS, NIST, NERC, etc.   

ïAssess existing power system and cyber security standards 
to meet the security requirements of the power system 
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EPRI Led Team Selected for NESCOR Award 

Focus Areas 

ÅReview NIST, NERC and other 

cyber security requirements and 

results. 

ÅAssess existing power system 

and cyber security standards to 

meet the security requirements 

of the power system 

ÅDevelop failure scenarios, 

identify vulnerabilities, develop 

risk mitigation strategies and 

best practices in collaboration 

with NESCO 

ÅDevelop plans and facilitate 

testing security technologies in 

labs and pilot projects 

National/ 

Commercial 

Research Labs Academia 

Other Subject-

Matter Experts 

¶Oak Ridge 

National Lab 

¶Sandia National 

Lab 

¶Idaho National 

Lab 

¶National 

Renewable 

Energy 

Laboratory 

¶Palo Alto 

Research Center 

¶SRI 

¶Telcordia 

¶University of 

Houston 

¶UCLA 

¶UC Berkeley 

¶N-Dimension 

¶InGuardians  

¶Arc Technical 

¶EnerNex 

¶Xanthus 

Consulting 

International 

¶TLI Inc (Texas 

A&M University) 

¶Adventium Labs 

(University of 

Minnesota Smart 

Grid Consortium) 

ÅEnergy Sec. Selected for Creating and Running the Organization (NESCO) 

ÅEPRI Led Team Selected for Providing Technical Resource (NESCOR) 
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Threat and 
Vulnerability 

Assessment and 
Mitigation Group 

Cyber Security 
Technology Testing & 

Validation Group 

Cyber Security 
Requirements and 

Standards 
Assessment Group 

NESCO Program Structure 

EPRI has 

created and 

leads three 

working groups 
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NESCO Program Structure 

Threat and 
Vulnerability 

Assessment and 
Mitigation Group 

Cyber Security 
Technology Testing & 

Validation Group 

Cyber Security 
Requirements and 

Standards 
Assessment Group 

Working groups 

populated by National 

Labs, Universities, and 

Subject Matter Experts 

Program to be advised by EPRI Cybersecurity Executive 

Committee 

Each WG collaborates 

with IOUs, Muniôs, Co-

Ops, and ISOs 
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Technology Readiness Level 

Testing emerging 

security technologies 

Specifying vulnerability 

mitigations 

Interoperability testing 
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Transferring Research Into Sector 

Solutions to 

current 

vulnerabilities Threat and 
Vulnerability 

Assessment and 
Mitigation Group 

Cyber Security 
Technology Testing & 

Validation Group 

Cyber Security 
Requirements and 

Standards 
Assessment Group 

NESCOR seeds 

projects for the 

Cyber Security 

Program 

Transferring 

technology to 

industry 
Identifying 

security gaps  

Developing risk  

mitigation 

strategies 
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Group 1 R&D Activities for 2011 

ÅDevelop failure scenarios 

ïIncludes both malicious and non-malicious cyber security events 

ÅDeveloped preliminary list of failure scenario topics at the NESCOR 
Annual Conference 

ïAdvanced metering infrastructure (AMI) 

ïDistributed generation (DG) 

ïDistributed energy resources (DER) 

ïDemand response (DR) 

ïWide area monitoring, protection and control (WAMPAC) 

ïElectric transportation (ET) 

ïOther ï including generation 

ÅDeveloping criteria to prioritize failure scenario topics 

ÅDevelop prototype failure scenario 
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Group 2 R&D Activities for 2011 

 

ïAnalyzing use cases with cybersecurity significance to 
identify interface requirements using NISTIR 7628 and 
ñspaghetti diagramò 

ïCollecting non-functional requirements (end-to-end 
perspective) 

ïMapping requirements to standards and procedures to 
identify gaps 

  

ÅData Privacy 

ÅRemote Connect/Disconnect (AMI) 

ÅCustomer Premises DER 

ÅWide Area Monitoring Protection & Control (WAMPAC) 
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Group 3 R&D Activities for 2011 

ÅDevelop test plans for performing security assessments 
and penetration testing 

ïCreate a test plan template that can be adapted to 
specific Smart Grid applications 

ïDevelop test plan for AMI technician interfaces 

ïDevelop test plan for Wide-Area Measurement, 
Protection and Control systems 

 

 

  


