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Robust Computing System

Defects, Process variation,
Degraded transistors Radiation, Noise

|:> Robust System |:>

Inputs

“Acceptable” Outputs
Performance
Power

Design errors, Malicious attacks, Data Integrity

Software failures Human errors Availability
Security




Robust Design Paradigm — Avoidance

Conservative design
Design validation
Thorough test

Hardware

Software
Infant mortality screen
Transient error avoidance

Several challenges in future technologies




Robust Design Paradigm — Tolerance

Error detection during system operation
On-line diagnostics

Attack prevention

Self-recovery

Self-repair

Classical duplication very expensive
Classical duplication inadequate
Automation for optimized protection required




Previous Research at Intel:
X-Compact + Xpand

Massive reduction

Scan test data, test time
> 40 products
Highest Intel award recipient




Previous Stanford Research
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What Are Soft Errors?



Who Cares About Soft Errors?



Who Cares About Soft Errors?

Forbes magazine, 2000

IBM, Bossen, IRPS 2002

Cisco

Tl, Baumann, IRPS 2002



Logic Soft Errors

\

Soft Error rate
contributions




System Effects of Logic Soft Errors

Benign

Silent data corruption

Detected but uncorrected



Logic Soft Errors & Moore’s Law
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BISER vs. Classical Technigues
BISER

3—-4.5%
1.6%
1.5%

0-1.5%
0.1%

Unlimited
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Introduction
Logic soft error modeling challenges

Latches & flip-flops — Well understood

Combinational logic — OPEN
System-level effects — OPEN



Latches Aren’t Vulnerable All The
Time

—]

This Is when latch error can happen













Architectural Vulnerability Factor
(AVF) — aka Logic Derating

MAJOR CHALLENGE:
AUTOMATED AVF ESTIMATION



Latch Fault Injection Results
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Soft error modeling challenges



Error Protection: Low Hanging Fruits

—






Built-In Soft Error Resilience (BISER)

Soft error resilience
Correct

Detect

Hardware reuse paradigm



Test and Debug Structure Reuse

Flip-flop scan reuse
Scanout reuse
Pulsed latch scan reuse

MUX scan reuse with Design for Debug









Why Is Scan Important?

At-speed

At-speed


















Error Blocking Advantages



Error Detection — Not A Good Idea

F ! XOR

Error checker: Pipelined OR-tree ‘

‘|’ Global Error
Signals






Trapped Error Signal Observation



Library Simulation Results

Undetected Soft 1 <0.05-Error Almost none
Error Rate Corrected



Chip-level Results: Error Blocking




Comparison with Classical Technigues
BISER

3—-4.5%
1.6%
1.5%

0-1.5%
0.1%

Unlimited
(Core + Uncore)
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Built-In Soft Error Resilience (BISER)



Conclusion



Thank You!



